FACT SHEET

Identity Theft
Identity theft is the fastest growing crime in Canada!
Losses from identity theft exceed
$16 billion dollars per year!
IDENTITY THEFT

Identity theft is a form of fraud that
occurs when a dishonest person gets
a hold of your personal, banking, or
credit card information and uses it to
their advantage to make purchases,
obtain funds, open a bank account,
obtain credit cards, or otherwise take
advantage of your credit rating.
Identity thieves are increasingly using
personal information displayed on
social media sites and opportunities
presented by smartphones to access
the information that they need.
Identity theft can ruin your credit
rating. In order to reduce the chances
that you will become a victim of
identity theft, follow these do’s and
don’ts.

DO
- be extremely careful before
you decide to give out personal
information or post it on social
media sites such as Facebook,
Twitter, Google or Linkedin,
- treat your social insurance card
and birth certificate as you would
any valuable and store it in a safe
place under lock and key,

- carefully check your monthly
statements for any unauthorized
or missing transactions,

- complete the Identity Theft Action
Plan on the back of this fact sheet;
and,

- call the credit card company
immediately if your bills don’t
arrive or you don’t receive a new
credit card that you applied for,

- visit the Ministry of Consumer
& Business Services website at:
www.cbs.gov.on.ca for further
information.

- buy a shredder and use it to
shred your financial statements,
personal information and credit
cards after they expire,
- have your mail picked up by
a trusted neighbour or go to
your local post office (with
identification) and ask for Canada
Post’s “hold mail” service, if you
are going away,
- watch for people looking over your
shoulder when using your personal
identification number (pin) and
avoid writing this number down
or storing it in your wallet,
- protect your personal computer
and smartphone devices with a
password and a firewall, keep your
operating systems updated, and
change your passwords regularly,
- beware of e-mail messages and
promotions that ask for personal
information,

- carry only the credit cards you
need and cancel the ones you
don’t,

- keep wi-fi and bluetooth off when
you’re not using them and use
encryption where available,

- watch how salespeople swipe your
debit/credit card and make sure
that a second machine is never
used,

- conduct an annual credit check on
yourself through the two national
credit reporting agencies:

- take precautions when performing
online transactions, be sure the
site is secure, a privacy policy is
posted and the company is known
to be reputable,
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Equifax Canada:
.......................... 1-800-465-7166
.......................... www.equifax.ca
TransUnion of Canada:
.......................... 1-800-663-9980
......................www.transunion.ca

DON’T
- carry your social insurance card
and birth certificate on your person
unless absolutely necessary,
- leave credit card receipts behind
or throw out financial or personal
information without first making
it unreadable,
- use your birth date or house
address number for your pin
number,
- give out your phone number,
address, credit card number or SIN
number on the internet,
• put personal information including
photos, on your website, and,
• pay bills on public wi-fi hotspots.

A SAFER COMMUNITY TOGETHER

PEEL REGIONAL POLICE
Crime Prevention Services
7750 Hurontario Street
Brampton, Ontario
L6V 3W6

Dial............ 905-453-2121 ext. 4021
Fax.............................905-456-5910
Online................. www.peelpolice.ca

@PeelCrimePrev

IDENTITY THEFT

Identity Theft Action Plan
BE PREPARED! BE READY!

• In order to minimize the chance that you will become the victim of identity theft in the event that your wallet is
lost or stolen, take the time to complete this Identity Theft Action Plan. Five minutes now can save you hours of
frustrating work, not to mention thousands of dollars – later!

GETTING STARTED

• Gather your credit/debit/bank cards and driver’s license.
• Remove and/or cancel those cards you seldom/never use and record the information below from those that remain.
(Avoid storing these numbers on your computer as they can be accessed by hackers and/or retrieved if your computer
is ever stolen/sold/discarded.)
• Store this form in an accessible, yet safe location.
CARD NAME / DESCRIPTION

CARD NUMBER

CONTACT NUMBER

DRIVER’S LICENSE #

REDUCING THE CHANCES FOR IDENTITY THEFT

• Be sure to update this form as your information changes.
• NEVER carry your Social Insurance Card in your wallet.
• In the event that you find your credit/debit/bank cards are lost or stolen, contact the issuing companies IMMEDIATELY!
Once the loss has been reported to the source, notify police and file a report:
- Call 905-453-3311 and ask for Communications where suspects are known.
- Attend a Police Community Station or Police Division when there is an absence of suspects.
- Dial 9-1-1 where force is threatened or used.

